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1. O6mmue mosoxenns

1.1.  Hacrosmas MucTpykuus paspaboTaHa Ha OCHOBAHUM:

- @enepanbHoro 3akoHa or 27.07.2006 Ne 149-®3 «06 wurdopMmanuu
MHPOPMALMOHHBIX TEXHOJOTHSIX U O 3aIuTe HHGOPMALUH»;

- @epnepansHoro 3akoHa Poccuiickoii ®enepanuu ot 27.07.2006 Ne 152-®3
«O nepcoHaTBHBIX JJAHHBIXY;

- Ilpukaza ®CTIK Poccuu or 18.02.2013 Ne 21 «OO6 yTBepxIeHHH
CocraBa U cofiep>XaHUs OPTaHH3ALHOHHLIX U TEXHUYECKUX MEP MO obecreueH
0e30I1aCHOCTH MEPCOHAIBHBIX JaHHBIX IPH HX 00paboTke B MH(OPMALMOHHBI
cHCTeMax IePCOHAIBHBIX JaHHBIXY;

- Ilpukaza ®CB PO ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu [TonoxeHu (
pa3paboTke, MPOMU3BOJCTBE, pealM3alldil W OJKCIUTyaTalMd [u(poBalIbHBE
(xpunTorpaduueckux) cpeacts 3amutsl HHGopMaruu (ITomoxenue ITK3-2005)»;

- Ilpukaza @AIICH ot 13.06.2001 Ne 152 «O6 yrBepxaenun MucTpyKIIN
00 opranuzauuu u obecredeHrn 6€3011aCHOCTH XpaHeHus, 00paboTKu U nepeuaqi
0 KaHajlaM CBSA3U C HCIOJb30BAaHUEM CPEIACTB KPUITOIPa(UYECKOH 3allUT
HHGOPMALlMM C OrpaHHYEeHHBIM JIOCTYIIOM, He COJAepKalleil CBENEHMH,
COCTaBJIAIOIIUX FOCYIAPCTBEHHYIO TAWHY».

1.2. HHcTpyKuus onpeaesaeT NOpSI0oK yUeTa, XpaHeH s U UCII0JIb30BaH
cpencTs Kpunrorpaduueckoit 3amurthl uHOGopMaumu (manee - CK3H)
KPUNITOTpaQUUECKUX KITIOYEH, a TaKkKe TIOPANOK CMCHBI, YHHYTOXKCHH
KOMIIDOMETAlMM  KpUIITOrpaGuyecKux  KMoued B mensx  oOecrneueHH
0e30MacHOCTH SKCIUTYaTaluu CK3U1 B cUcTEMaxX 3JIEKTPOHHOT'Q
JOKyMeHT0000poTa 00pa30BaTeIbHOM OpraHu3alliy.

1.3. Kpumrorpadguueckue KIIOYH HCHONB3YIOTCS U OOecreueHus
KOHGUIEHIMITLHOCTH, ABTOPCTBA U LIEIOCTHOCTH 3JIEKTPOHHBIX JTOKYMEHTOB.

1.4. Tlone3zoBarensmu CK3M sBIstOTCS COTPYAHUKH 00pa30BaTEIbHOIM
OpraHM3allM{, B CHIIy CBOMX (DYHKI[MOHANBHBIX OOS3aHHOCTEH ydYacTBYIOIME
mpolieccax paGOTHl CO CPElCTBAME KPUNTOrpaUUecKod 3alUThl MH(POPMALH
(mamee - IOJIB30BATENH).

1.5. W3 umcna monmb3oBaTeNiel MPUKa3oM PyKOBOIHTeNs 00pa3oBaTebHOM
OpraHu3anyu Ha3HaA4YacTCs OTBETCTBEHHOE JIHIIO.

1.6. Jlomyck mnonb3oBateneit k pabore co CK3M ocymecTBisieTcd IO
MPUKa3y pyKOBOAUTEINS 00pa3oBaTeIbHOM OpraHu3alyy.

1.7. Henocpencreenno k pabore ¢ CK3U momp3oBareny JOMyCKarOTCA
TONBKO MOCIIE COOTBETCTBYIONIEr0 00yUeHHS.

1.8. Opraru3aiys o6y4eHus U KOHTPOJIb fomycKa nonbsosareineit k CK3KU
BO3JIAraloTCs Ha OTBETCTBEHHOE JIMIIO.

19. K obOyuenuro mons3oBaTelnedl €  CaHKIWM  PYKOBOJIUTENHN
06pa3oBaTeNbHOM OpraHW3alUH MOryT ObITh NPUBJICYSHBI CTOPOHHHE JIHIA H
OpraHM3alliy Ha OCHOBAHUHM J0TOBOPOB 00 OKa3aHWH yCIyT.

1.10. Ilepen HauanoM paboT MOJIB30BATENIL/OTBETCTBEHHOE JHIIO 00s13al
M3YYUTh HACTOSUIYH0 VIHCTPYKUHIO M O3HAKOMHUTBECA C OTBETCTBCHHOCTBIO 3
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BBINOJTHEHHe TpeOoBaHud MHCTpyKnWH MO oOpranusauuy XpaHeHHs, ydeTa M
ucnons3oBanus CK3U mox noanuck

1.11. B cBoe#t [JedTENBHOCTH  IIOJB30BATENh/OTBETCTBEHHOE  JIHIID
pykoBoACTBYyeTCs Hacrosiei Mucrpykuunei, MHcTpykuumei nonp3oBarens cpeicTs
KpUOTOrpahu4eckol 3amuThl HHOOPMAIMK U JeHCTBYIONIHNM 3aKOHOAATEIbCTBOM
B cdepe 3amUTE KOHOUICHIHANEHOM HHGOPMALIUH.

1.12. Ilonb30BaTens/0TBETCTBEHHOE JUILO HecéT [IEPCOHATEHYH)
OTBETCTBEHHOCTh 34 BBINOJIHEHHE HacTosmel MHCTpYKUMH B yCTAaHOBIEHHOM
3aKOHOM IOpPSIZIKE.

2. Pasmeinenue, cnienHaibHoe 06opyoBaHue, OXpaHa H
OPraHH3alHA PEKHMA B IOMEIIEHNSX, B KoTopbix yeraHoBJaeHbl CK3U n/niau
XpaHATcHd KPHNTOrpajguyecKHe KIO4H

2.1. Pasmemenue, cnenuansHoe o0OpynoBaHHE, OXpaHa M OpraHH3all
pexuMa B nomelmeHusx, rae ycraHoeiaeHsl CK3W  w/mmm  xpassatc
KpUNTOrpaQUyecKue KIIOYM (Jajee - CHELNOMEeLIeHHs), JOJDKHBI HCKIHOYAT
BO3MOXKHOCTb ~ HEKOHTpONMpyeMOro jgoctynma © wucmonb3oBanus CK3
IIOCTOPOHHUMH JIMLIAMH, a4 Takke HAOMIONEHUS IOCTOPOHHUMH IJUIAMH 3
NPOXOIAIIMMH B CIEHIIOMEIIeHUIX paboTaMHu.

2.2. Creunomemenys A0MKHBl KMETh IIPOYHBIC BXOIHBIE ABEPH C 3aMKaMH,
rapaHTHPYIOIIMMH HaJEKHYIO U30/IAIHI0 B Hepabouee BpeMs.

2.3. OxkHa CHelUloOMEIIeH! !, PaclOIOKEHHBIX Ha IIEPBBIX M IOCIEIHHX
3TaXaxX 3J]aHUH, OKOJIO MOXKAPHBIX JECTHUI[ U T.II., JOJDKHBI OBITE 000PYIOBAaHB
METAVTMYECKMMH PEIIeTKaMU W/IIH OXPaHHOH! CHTHAIH3aIMEN.

2.4. B cmeunomemenusx jans mons3oBareneit CK3M HeoOxommmo
YCTAaHOBHTb  HAJEXHO  3aludpaeMble  MIKaQbI/A4YeVKH  MHOUBHIYalIbHOIQ
TI0JIb30BaHHUs, 000Py10BaHHbIE IPUCHIOCOOIEHUAMH [T OIIEYaTHIBAHMS.

2.5. AnmapaTHble CpeAcTBa, C IIOMOIILI0O KOTOPEIX OCYIIECTBISETCS
mratHoe  (ysaknuonupoBanue ~— CK3M,  momxHEl  OBITb  OIEYaTaHb(
(ommoMOupoBaHEl). MecTo oredarsiBaHUs  (OIUIOMOHMPOBAHMS) — alllapaTHBIX
CPEACTB [O/DKHO pacloyiarathCsi TaK, 4TOOBl €ro MOXHO OBUIO BH3YallbHO

KOHTPOJIMPOBATH.

3. IlpaBmnna usroroJieHns, ydera n xpaHenust CK31 u
KpHITOrpagHIecKHX KIK0Yel

3.1. Kpumrorpapuueckde KIoud (OPMHUPYIOTCS Ha OTYYXKIAaCMBIH

xmoyeBoii HocuTenb (ruToken, eToken) B COOTBETCTBHM C 3KCIITyaTallMOHHO:

TeXHH4ecKoil nokyMeHtanuei Ha CK3H.
3.2. CK3WU, xpumrorpadguueckue KIHOUM MOIJIEKAT IMO3K3EMIUIAPHOMY

YUETY.
3.3. TlooK3eMIUIAPHEIA y4eT BedeT OTBETCTBEHHOE JIMI0 B CICLHAAIBHOM
ypHAIle ydeTa/peecTpe 0Opa30BaTeNbHON OpraHM3alid YCTAHOBIEHHON GOpMbI

(ITpunoxenwue k Hacrosmen MHCTpYKUMK).
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3.4. EnuHuuel NOSK3eMIUIIPHOTO y4eTa KPHIITOrpadMYECKHX KIIOYe]
CYUTAETCS KJIIFOYEBOM HOCUTEIIb.
3.5. Bce nmonydennsie sk3emmuiapsl CK3HM, kpunrorpaduyeckue Kol
BBIJIAIOTCS OTBETCTBEHHBIM JIULIOM I10JH30BATENIIM MO IMOAMNUCH B CIELHATLHON
XypHane ydera/peectpe. Ilons3oBaTesin HecyT MepcOHAIbHYIO OTBETCTBEHHOCTH
3a COXpaHHOCTh noiaydeHHbix CK3U.
3.6. Kpunrorpapuueckue KIOYM COBMECTHO C OINMCBIO XPaHATCH Y
HoNp30BaTeNied B ceidax (mkadax, SMMKax) B YCIOBHAX, HCKIFOYAOMMX
OCCKOHTPOJBHBIAH JOCTYm K HHM, a Takke WX HelpeIHaAMEPEHHYID
op4y/YHUYTOKEHHE.
3.7. HuctpubyrtuBsl CK3M Ha HocuTensX, OSKCIUIyaTallHOHHas M
TexHuyeckas gokyMeHrtauus k CK3M, MHCTPYKLHH XpaHATCHA Y OTBETCTBEHHOTO
JMna.
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3.8. Ilpm HeoOxomuMoOCTH (IVIUTEIBHOE OTCYTCTBHME IIOJIB30BATENs IPH
3a00JIcBaHMM, OTIIYCKe, KOMAaHIHPOBKE M IIp.) KPHIITOrpaduYecKHe KoYl
CHAIOTCSI HA BpEMEHHOE XpaHEHUE OTBETCTBEHHOMY JIMILY.

3.9. IlnaHoByIO CMeHY KpUNTOrpaUueCKHUX KIroued clielyeT NMPOBOAMTH
He MEHee 4YeM 3a JBe HENCIH OO HCTEUEeHUs] CpPOKa JEHCTBHSA CEpPTHQHUKAT
MOJIL30BaTeId.

3.10. dna mepecbuiku CK3M momemarorcs B MPOYHYHO  YNAKOBKY
MCKJIIOYAIOIIYI0 BO3MOXKHOCTh HMX (HM3HYECKOr0 IOBPEKACHHSA M BHEIIHETY
BO3JEHCTBYS. YIIAKOBKA OIEYATHIBAETCS TaKMM 00pa3oM, 4TOOBI MCKIHOYAIac
BO3MOKHOCTDh H3BIEUCHHS M3 Hee coiepxumoro 0e3 HapylIeHHS YIaKOBKU I
OTTHUCKA [IEYATH.

3.11. Ilpu mnepecsuike CK3M, skcIulyaTallMOHHOW X TEXHHYECKO
JOKYMEHTAIMK K HHM, COCTAaB/IeTCA aKT IpHeMa-Tiepeadn/omnuch JOKyMEHTOB,
KOTOPOM YKAa3bIBaeTCS 4TO IIOCHUIAETCSA, B KAKOM KOJHYECTBE, YYCTHBIC HOMEP
CK3U. AxT npreMa-Tiepeayy/ONuch BKIAABIBAETCS B YIaKOBKY, [10 IOIy4€HHU]
CBEpAECTCA.

3.12. HepaboTocmocoOHbIE KII0UEBbIE HOCUTENH TMOJIEKAT YHHITOKCHHUIO

3.13. VHuuTOXEHHE MPOU3BOIUTCS 110 KOHTPOJIEM OTBETCTBEHHOIO JTUIA B
COOTBETCTBHM ¢  TpeOOBaHMAMH  OKCILIyaTalMOHHOH ¥  TEXHUYECKOH
moxyMmentanuu Ha coorserctByfompe CK3U. Ilo ¢axty YHHHYTOXKEHHA
COCTaBJSETCS aKT 00 YHWYTOXKEHHH KPUNTOrpaQMIecKux KIFo4Yed U KIHO4EBBIX
JIOKYMEHTOB, C OTMETKOH 00 YHHYTOXCHMM B COOTBETCTBYIOIIEM XYypHA[
e/peectpe.

3.14. Kpuntorpapuyeckue KIOYH, B OTHOLIECHMM KOTOPBIX BO3HHKID
IONO3pEHHe B KOMIIPOMETAlMH, HEMEJJICHHO BBIBOJATCA 13 JeicTBUA B
COOTBETCTBUHM C NPARHJIAMY, U3TOKEHHEIMU B HACTOSIIEH VIHCTPYKIMH. O BEIBOJIE
KpUNITOrpaQUyecKux KIoYeH u3 JeHCTBUS COCTaBIACTCA aKT C OTMETKOX B
COOTBETCTBYIOIIEM XKypHale/peecTpe.
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4.  IlpaBuaa ncnoassoBanus CK3U u kpuntorpaduyecknx Kiouei

4.1. KonbuaeHumanbHOCTE 3JIEKTPOHHBIX JOKYMEHTOB
obecrieunBaeTcAyTeM WH(POBaHKA. ABTOPCTBO M IENOCTHOCTH SIEKTPOHHBL
JOKyMEHTOB 00ecreyuBaeTcs MyTeM CO3MAHHs 3IEKTPOHHOH MU(POBOH MOMIHC]
I10JIE30BATES.

4.2. Tlomp30BaTesNb MOMKET BBIIOJHATh KpUITOrpadUIecKre OIeparul
UCIONb3Ys TONBKO NeHCTBYIOMME KpUNTOrpaduuecKue KIFIH.

4.3. Ilpu ycranoBke mporpamMmHoro obecneuenuss CK3U cnenye
HCIIONIB30BATh TOJIBKO JHIEH3MOHHOE MPOTrpaMMHOE 00eCIedeHrne W 00eCIeIUTh
KOHTPOIIb I[EJIOCTHOCTH ¥ JIocTOBepHOCTH nucTpubyTBa CK3M.

4.4, Ilpu wucnonszoBanun CK3M na [IOBM, nDOAKIIOYEHHBIX K
OOIIEAOCTYIIHBIM  CeTAM CBSI3H, I8 HUCKIIOYEHHS BO3MOKHOCT
HECaHKIIMOHUPOBAaHHOTO JOCTYNa HEOOXOJUMO MCIOJIB30BATH JOMOJIHUTENBHBI
METONBl W CPEeNCTBa 3alllMTHI, IPEAMOYTHTENFHO WMEIOMMUM CepTHRHK
YIOJIHOMOYEHHOTO OpraHa.

4.5. Tlpapa ©  0OS3aHHOCTH  TOJIB30BATENS/OTBETCTBEHHOIO  JIMII
onpenensoTcs VHCTpYKIHMEH TONb30BaTeis CPEACTB KPHNTOrpadUIeCcKOH
3aIIUTHl HHYOpPMAIIHK.
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5. HelicTBHS NPH KOMIIpOMETALHH KPHOTOrpagpHYecKHX KI0YeH.

5.1. K cobGpiTisaM, CBA3aHHEIM C KOMIIPOMETALIHEH KITFOUeH, OTHOCITCS:

* MOTeps KIIOYEBBIX HOcUTeNdeH (B T.4. € HX MOCIEIYIONINM
0bHapyKeHUEeM);

* HapylIeHHE NPaBUJ XPAHEHN ¥ YHUUTOXKEHHUS 3aKPBITOTO KIII0Ya;

* BO3HMKHOBEHHE MOMO3PEHUIN Ha YTEUKY WH(POPMALMK HIIH €€ HCKaKCHH
B HH(OPMAILMOHHOH CUCTEME;

* HapylleHUe reyaTy Ha cefide ¢ KIFOYEeBBIMH HOCUTENSIMH

* OTpULATENBHBI pe3yJbTar IpH HPOBEPKe DIEKTPOHHOH UHPOBOIL
TOATINCH TIOKYMEHTA;

* HECaHKIMOHHPOBAHHOC KOITHPOBaHUE KIIHOYCBbIX HOCHTCJ’IGIZ;

e cly4YaW, KOIJla HeNb3s JOCTOBEPHO YCTAHOBHTH, YTO IIPOHM3OILIO ¢
HOCHUTEISIMH, COIEPKAIMMH KJIIOUeByl0 MHGOPMAIMIO (B TOM 4YHCIE Clyd4au,
KOI'Zla HOCHTENb BBILIE M3 CTPOS ¥ 0KA3aTeIbHO HE ONMPOBEPrHYTa BO3MOXKHOCTD
TOTO, 4TO JAaHHBIH GaKT HPOHM3OIIEN B PE3y/bTaTe 3JIOYMBIIUICHHBIX JEHCTBUMN) U

mp.
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5.2. Ilpu ykazaHHBIX B 1.5.1 0OCTOATENBCTBAX II0JIB30BATEND o0s3at
HeMeJICHHO IPEeKpaTUTh OOMeH dIIEKTPOHHBIMYA JOKYMEHTaMU C UCIIOIE30BaAHHEN
CKOMIIPOMETHPOBAHHBIX KPUITOIpaQHueckux KIoueld u COOOIMTh O (axr

KOMIIPOMETAall{Ii OTBETCTBEHHOMY JIHITY.
53, WUcnonp3oBauue CK3U Moxer OBITH BO300HOBIEHO TOJBKO IIOCIE

BBOZa B  MAEHCTBHME  JPYroro  KPHINTOrpaUuecKkoro  KIoYa — B3aMeH
CKOMIIPOMETUPOBAHHOTIO.
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5.4. CKoMIpOMETHPOBaHHbIEC KIFOYH MOIEKAT YHHUTOKECHHUIO.

5.5. PaccrnenoBanme ¢akta KOMIIPOMETAalMH IOJUKHO IIPOBOIUTHECS HA

MeCTe IIPOMCIIECTBHS CHEUAJIbHO Ha3HAYaeMOH KOMHMCCHEH BO TIJlaBe
OTBETCTBEHHBIM JIUIOM.

5.6. Hus BOCCTAHOBIICHUS KOH(QUIeHIAATbHON CBSI3U IIOCI
KOMIIPOMETAIIMH KJIFOYei II0Ib30BaTellb 00pallaeTcs K OTBETCTBEHHOMY JIMITY JUT

A
PeTHCTpallud BHOBb M3IOTOBJICHHBIX/PE3EPBHBIX KiIIOYeH. Permcrparms HOBBIX

KIIIOYEH OCyIIECTBIAETCSA KaK NMPH IIaHOBOM CMEHE KIIIOYEii.

6. OTBeTCTBEHHOCTDL
ITonp3oBaTenu U OTBETCTBEHHEIE JIMIA HECYT OTBETCTBEHHOCTB!
6.1. 3a HeucmoJHEHHE MM HEHAAJIEKaIee HCIOJIHCHHE CBOM
JOJDKHOCTHBIX 00s3aHHOCTEH, MpexycMOTpeHHBIX Hactosmed MucTpyknme, - |
mpefenax, ONPE[ENCHHBIX OeHCTBYIOIIUM TPYAOBBIM  3aKOHOJATEIBECTBON
Poccuiickoii ®eneparium.
6.2. 3a npu4MHEHMEe MaTepUalbHOTO yuiepba paboToaTelio - B Ipeenax
ONIPENECHHBIX JEHCTBYIOMUM TPYAOBBIM H TPaXIAHCKHM 3aKOHOHATEIHCTBON
Poccuiickoit @eneparuy.
6.3. 3a npaBoHapyLIEHHUs, COBEPIIEHHEIE B POLIECCE OCYIIECTBIECHHUS CBOE]
JAEATEIIBHOCTH, - B IIPEJieax, ONpeleIeHHbIX AeHCTBYIOIIMM aAMIHIUCTPATHBHBIM
YTOJIOBHBIM, IPaXKAaHCKUM 3aKOHOaTelIbcTBOM Poccuiickoit @enepauuu.

PazpaGoTan:
3amectutens qupexropa no YIIP H.B. Karan»
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Ipmnnoxenne k MHCTPYKItHHK 110 IOPS/IKY HCTIONB30BaHUs ¥ OPraHu3aliii paGoTH CO CpesicTRAMH KpHIIToTpadmyeckoii 3amuTsr uadopmammn (CK3M)

Ne | HammenoBan Cepwiinbie Homepa OrmeTka o OTMeTKa 0 BbIIaue OrmeTka 0 noaKIIOYEHHH Otmerka 00 m3bsaTuH CK3H u3 [Npumey
/ ue CK3HU, HOMeEpa IK3EMILT HOJYy4eHUH (ycranorke) CK31 annapaTHbiX CPeJICTB, YHUUTOKEHHH aHue
0 | 3KCIUIyarauu CK3H1 SpOB KJIKOUYEBEIX JOKYMEHTOB
OHHOI U IKCIUIyaTally | KJI0YeB Or Jaran D.H.0 Hata u D.H1.0. Jlara Homepa Hara ©.H.0. Homep
TEXHUYECKOH OHHOI1 1 BIX KOI'o HOMEp MOJNB30BA | PACHHC | COTPYAHH | YCTAHOBK | alNapaTH | W3BATHA | COTPYAHHK | AKTa win
JIOKYMEHTAllM | TeXHHYECKOH | NOKyMEH | moJyd | CONpOBO Tens KaB Ka, nu BIX (YHHUTOXKE a, paciucka
M K HHM, JIOKYMEHTALH TOB €Hbl JdTe CK3U1 Hojy4e | MPOBOJAMB | IIOJNHCH | CpEACTB, HuA) HPOBO/IHB 00
KIIHOYEeBBIX M K HUM, SIBHOTO HHH 1ero ML, B nero YHHYTOXK
JOKYME@HTOB HOMepa NHCHEMa YCTAHOBKY | MpomsBes | KOTOPHIE U3bATHE CHHU
cepuii X YCTaHOBI (yHuuTOMNKE
KITFOYEBBIX YCTaHOBK €HEI HHE)
JTOKYMEHTOR v CK3H1 CK3H
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15




