IToso:xenue o peannsanuu u sxenayaranun CK3U

Pacemotpeno y e
Ha 3aceannu Coera H“ ;. YTBEP}KIIEI-EO
TAIIOY CO «ETXM» f - PaXasoM ImpsRIoN
[Tporoxoa Ne 4, FATIOY CO«ETXMy,
oT_« 06 » ampensa 2020 . Ne 87 - o/njoT « 06 » anpeng 2020 ..

INOJIOKEHHUE
0 peau3alHH U SKCIUTYATALHH CPeJCTB KPHUNTOrpaduyecKoii
saluTel HHpopmauuu (CK31) TAIIOY CO «ETXM»

ExarepunOypr
2020 .

Beeneno B aeiicreue ¢ 06.04.2020 r.




1. O6une nonoskeHust

1.1. Hacrosmee ITonoxenne pa3paboTaHO Ha OCHOBAHHH:

* @exepansHOro 3axkona or 27.07.2006 r. Ne 149-®3 «0O6 HHpOpMaLHy,
HHOOPMALHOHHBIX TEXHOIOTHSX U O 3aIIUTe HHDOPMALHMY;

* QexepanbHoro 3akoHa Poccuiickoi ®enepaunu ot 27.07.2006 r. No 152-
@3 «O nepcoHaNBHBIX JAHHBIXY,

o Ilpukaza @CTOK Poccum or 18.02.2013 r. Ne 21 «O6 YTBEPXKICHUH
Cocrasa u conepixaHus OpraHU3aLHOHHbIX U TEXHHIECKHUX Mep 110 obecreyeHHo
0e30MacHOCTH MepPCOHANBHBIX JAHHBIX TPH UX 0OpaboTke B HH(POPMAIHOHHBIX
CUCTeMaXx IepCOHANBHEIX JaHHBIXY;

e IIpuxaza ®CBb PD ot 09.02.2005 r. Ne 66 «O6 yTBepxaeHuu [lonoxenus
O pa3pabOTKe, NPOM3BONCTBE, PEANM3ALUU M SKCIUIYaTaLHH MH(POBATBHEIX
(KpunTorpaguyeckyx) CpeacTB 3alUThl HHMOPMaLHH (Iomoxenue ITK3-2005)»;

o Ilpukaza ®AITICHU or 13.06.2001 r. Ne 152 «O6 YTBEPKACHUH
Uuctpykuun 06 opraHusaiumu u  obecleueHHr 6e30MacHOCTH XpaHeHus,
00palOTKM M TepeNayd IO KaHATaM CBS3M C HCIOIB30BAHMEM CpPEeACTB
KPHITOTPauyecKol 3aIlUTHl HHGOPMALMH C OTPaHUYEHHEIM JOCTYIIOM, He
ConepXKaIlel CBECHHH, COCTABIAIONINX FOCY 1aPCTBEHHYIO TalHYy».

1.2. TlonoxeHue onpenesieT MOPAAOK peaH3aliy | SKCILTyaTallly CpelCcTB
KpunTorpadguyeckon samutel uHbopMammu (manee - CK3M) B memax
obecrieuenns MHGOPMALMOHHON 6GE30MaCHOCTH B  CHCTeMax 3JIEKTPOHHOIO
aokymenroobopora TATIOY CO «ETXM».

1.3. Kpunrorpaguueckne KIHOYH — HCHONB3YIOTCS sl OBecredeHus
KOH(HIEHIHAILHOCTH, aBTOPCTBA H LIEOCTHOCTH 3EKTPOHHEIX OKYMEHTOB.

1.4. Tlone3osarensmu CK3U spmstores cotpynnuku IATIOY CO «ETXMy,
B CHMIy CBOMX (YHKUHMOHANBHBIX OOA3aHHOCTEH y4YacTBYIONIHe B IPOLECCAX
paboTsl co cpencTBaMu KpHUNTOrpaguuecKol 3aImTEH HHpOpMAIHH (namee -
TIOJIB30BATENIH). B

1.5. 13 uucna momp3oBareneit mpukasom pykosomutens [AIIOY CO
«ETXM» Ha3HauaeTCst OTBETCTBEHHOE JIMIIO.

1.6. lomyck momp3oBateneii x paGore co CK3M ocymectBusercs mo
npukasy pykosogutens ['ATIOY CO «ETXM».

1.7. HenocpencteenHo k pabore ¢ CK3U TIOJIB30BATENH  IOITYCKAIOTCS
TOJIBKO ITOCJIE COOTBETCTBYIOIIEr0 00yYeHHs.

1.8. Opranusaius o6y4eHNs U KOHTPOJb AOMycKa Iojb3oBareneit k CK3U
BO3JIaraloTCsl Ha OTBETCTBEHHOE JIHIIO.

1.9. K obyuennro momp3oBaterneif ¢ cadkiuu pykosomurens I'ATIOY CO
«ETXM» Moryr ObITh NpHBJIEYEHBl CTOPOHHHME JMIA M OpraHM3alHd Ha
OCHOBAHHH J0OrOBOPOB 00 OKa3aHUH YCIyT.




2. Pasmewienue, cnenuajbHoe 000pyA0BaHMe, OXpAHA H OPraHH3aLHS
pexKnMa B NOMeLeHHsX, B KOTOPbIX ycraHoBaeHbl CK3U u/unm xpausres
KpHOTOorpapuyeckne KI04YH

2.1. Pasmemienne, crenuanbHoe OGOpYyAOBaHHE, OXpaHa M OpraHH3aIHs
pexuMa B nomelleHusaX, rae ycraHosiaedsl CK3M  wunu  xpansres
Kpunrorpaduueckye - KIIOYH (Jajee - CIELIIOMEIEHHs), MOKHBl HCKIIOYATh
BO3MOXXHOCTb  HEKOHTPOJIMPYEMOro JOCTymna MW  HchoiszoBamus CK3U
IIOCTOPOHHHUMH JIMLIAMH, & TaKKe HaOmIoJeHHs ITOCTOPOHHHMHM JIMIAMH 3a
NPOXOASIIHMH B CIIELIIOMELIEHUIX paboTaMu.

2.2. CenqioMeneHus I0MKHEI HMETh [POYHbIE BXOIHbIE JBEPH C 3aMKaMH,
rapaHTUPYIOIIUMHE HaZEXHYIO H30JILUIO B Hepabodee BpeMsl.

2.3. OkHa creunoMeIneHH, pacloNOKeHHBIX Ha MEPBBIX M IOCIEIHHX
dTaXKaxX 3[aHUH, OKOJIO MOXAPHBIX JECTHHI[ H T.II., JOJUKHEI OBITH 060pPYIOBaHEI
METaJTMYECKMMH PEIIeTKaMU W/UITH OXPaHHON CHIHAIM3aLuei.

2.4.B cneunomemieHusx a8 nonb3oBatenedt CK3U  mHeob6xomumo
YCTaHOBHTB  HA[eXHO  3amUpaeMble  IMKaQb/AYEHKH  WHAUBHOYAIHHOIO
TOJIB30BaHMs1, 000PYNOBaHHEIE IPUCIIOCOOIEHHSIMH IS OIleYaThbIBAHHA.

2.5. AnmapaTtHele  CpexcTBA, C IIOMOLIBIO KOTOPEIX OCYIIECTBISETCS
wratHoe  ¢yHkuuoHupoaHne — CK3M,  momkHel  OHITH  OmEYaTaHBI
(orutomGupoBaner). Mecto omedarsiBaHus  (OIVIOMOHMPOBAHHS) — AIIIAPATHBIX
CPEACTB MOJDKHO pAacIojiarateCs Tak, 4TOOBI €ro MOXHO OBLIO BH3yalbHO
KOHTPOJIUPOBATE.

3. IlpaBuna usroros/ienus, yuera u xpanenuss CK3H u
KpUnrorpapuyecknx KiaK4vei

3.1. Kpunrorpaguyeckue Kmo4d  (GOPMUPYIOTCS Ha  OTYYKAAeMBIi
xmroveBord Hocurenb (ruToken, eToken) B coOOTBETCTBHMH ¢ 3KCILTyaTalMOHHO-
TEXHUYeCKOoU JokyMeHTauuel na CK3M.

3.2. CK3H, xpunrorpapuieckue KIIOYH IOMIEKAT MNOIK3EMILIAPHOMY
yUery.

3.3. Ilo3K3eMIUIApHEBIH y4yeT BeleT OTBETCTBEHHOE JIMIIO B CIEIHAILHOM
XKypHajle yueTa/peecTpe oOpa3oBaTeIbHON OpraHM3aLHH YCTAHOBIEHHON (hOPMEI
(ITpunoxxenue k Hacrosmeit THCTpyKIum).

3.4. Enununeil NOo3K3eMIUIIPHOro ydera KpHnTorpa(quecKHx KJIro4eit
CUMTAETCS KIIOYEBOM HOCHUTEIIb.

3.5. Bce mnonyuennsie sx3emmusapel CK3HM, kpunrorpadudeckue KIHOuu
BBIJAIOTCS OTBETCTBEHHBIM JIMIIOM I1OJIB30BATESAM II0J] POCIHCH B CIIEHAIBEHOM
KypHane ydera/peectpe. ITos3oBarenn HeCyT NepCOHANBHYIO OTBETCTBEHHOCTh
3a COXpaHHOCTH noiay4deHHslx CK3M.

- 3.6. Kpunrrorpaduveckine KIIOYM COBMECTHO C ONMCBIO XpaHATCH Y
nojn3oBarelie B ceidax (mkadax, SMUAKaX) B YCIOBHAX, HCKIOYAIOLIMX
OECKOHTPONBHBI  JOCTYm K HHUM, a TaKkKe HX HEIpeJHAMEPEHHYIO
[Oop4y/yHHUYTOXKEHHE. -




3.7. QuctpubytuBel CK3M Ha HocuTensx, OSKCIUTyaTallMOHHas |
TexHudeckas aokymeHtamus k CK3M, MHCTpyKUMH XpaHATCS Yy OTBETCTBEHHOTO
UL,

3.8.IIpu HeoOXomAMMOCTH (ATHTENBHOE OTCYTCTBHE IIOJIB30BATENSd IIPH
3a00JIeBaHUH, OTIIyCKe, KOMaHIUPOBKE U IIp.) KpunTorpadpuyecKkue KIIOUYH
CIAI0TCS HAa BpeMEHHOE XpaHEeHUE OTBETCTBEHHOMY JIUILY.

3.9. IlnaHoByio cMeHy KpunTorpapuuecKkux Kioueil ciexyeT MPOBOAUTE He
MEHee 4YeM 3a JBe HeJeNd OO0 HCTeUeHUs Cpoka JedcTBusA ceprudUKaTa
I10JIb30BATEIISL.

3.10. Ina mnepecbuiku CK3M nomemaroTcs B IPOYHYIO YIIAKOBKY,
UCKIIOYAIOIIYI0 BO3MOXHOCTE MX (HU3UYECKOTO TIIOBPEXKACHHS W BHEIIHETO
BO3ACHCTBHs. YIIaKOBKa OII€YaThIBACTCA TaKUM 00pa3oM, YTOOBI HCKIIOYAIach
BO3MOXXHOCTh M3BJIEUEHHSI M3 Hee COIepXHUMOro 0e3 HapyIIeHHS YIIaKOBKH H
OTTHUCKA IIeYaTH. . -

3.11.TIpu mepeceinke CK3W, SKCITyaTalMOHHOW H  TeXHHYECKOI
JOKyMEHTaIlMH K HUM, COCTaBIISIETCS aKT IpHeMa-Iiepesadyn/onuch JOKyMEHTOB, B
KOTOPOM YKa3bIBAaeTCS YTO IOCHUIAETCS, B KAKOM KOJIMYECTBE, YUETHBIE HOMeEpa
CK3HM. Akt mpuema-nepenaqyn/Onuch BKIAIBIBAETCS B YIIAKOBKY, IO IOJYyYEHHUU
CBepseTCH.

3.12. HepaboTtocrocoOHble KIH0YeBble HOCUTEIH MOJIEKAT YHUITOXKEHHUIO.

3.13. YHHYTOXKEHHE IPOU3BOAUTCSA IO KOHTPOJIEM OTBETCTBEHHOIO JIMIIA B
COOTBETCTBHM ¢  TpeOOBaHHAMHU  SKCIUTyaTallUOHHOM U TeXHHYeCKOi
nokymenTtanuu Ha coorBercTBytomue CK3M. Ilo ¢axty yHHYTOXKEHHS
COCTaBIIETCS aKT 00 YHMYTOXEHMH KpHUNTOrpapuuecKHX KIoded M KIIOYeBBIX
JOKyMEHTOB, € OTMETKOH 00 yHHYTOXEHHH B  COOTBETCTBYIOLLEM
XypHaie/peecTpe.

3.14. Kpunrorpadgudeckyie KIIOYH, B OTHOLIGHHUHM KOTOPBIX BO3HHKIIO
MIOJ03pEeHHe B KOMIIPOMETALMH, HEMEAJIEHHO BBIBOJATCA U3 JEHCTBHA B
COOTBETCTBHH C IpaBHJIaMH, U3JI0XKeHHBIMH B HacTosieM [lonoxxenuu. O BeIBOziE
KpunrorpadguIeckux Kirodell W3 IeMCTBHSA COCTaBIAETCS aKT C OTMETKOHM B
COOTBETCTBYIOLIEM XKypHaie/peecTpe.

4. IlpaBuiaa ucnoas3oBanus CK3U u kpuntorpaguyeckux Kirodei

4.1. KoHHIeHUHAIBHOCTh 3JIEKTPOHHBIX JOKYMEHTOB O0€CIEUHBAETCS
nyTeM MmUGpoBaHUS. ABTOPCTBO M IEJIOCTHOCTH JJIEKTPOHHBIX JIOKYMEHTOB
obecrieynBaeTcs IyTeM  CO3JAHUS  JNIEKTPOHHOH  IU(POBOH  MOANMUCH
TI0JIB30BaTEIIs.

4.2. ITonp30BaTens MOXET BBINOIHATE KpUNTOrpadUyecKue OIEpalyy,
HCIIOJIB3Ys TOJNBKO AeiCTBYyIOMHE KPUIITOrpapuyYeCcKre KIIFOYH.

43.TIpu ycranoBke mnporpammuoro obecrnedenus CK3M criemyer
HCIIONIb30BATh TOJBKO JIMIIEH3HOHHOE IPOrpaMMHOe obecrieueHue U 00ecreunTh
KOHTPOJIb LIEJIOCTHOCTH ¥ JOCTOBepHOCTh quctpudyTtusa CK3M.

44.Tlpu wucnons3oBanud CK3M ma [IOBM, DOAKIIOYEHHBIX K
OOIIEOCTYIHBIM ~ CETAM CBSI3H, IUSI  WCKIIOYEHHsS  BO3MOXHOCTH



HECAaHKIIHOHUPOBAaHHOI'O JOCTyna HEOOXOAMMO HCIIOJB30BaTh JONOJHHUTEIHHEIE
METOABl W CpeACTBA 3aIUTHI, MNPEANOYTUTEIBHO HMEIONIMM CcepTH(UKAT
YIIOJITHOMOYEHHOTO OpraHa.

45.IlpaBa ¥  00A3aHHOCTH  IIOJH30BATENA/OTBETCTBEHHOIO  JIMIA
onpenensaorcss MHCTpykumeld 1onp3oBaTeNsi CPENCTB  KpUNTOrpaduueckoit
3allATHl HHPOPMALIHH. :

S. leficTBHSA NPH KOMIPOMETALMH KPUNTOrpaduuecKHuX KIloveii

5.1, K coOpITusM, CBA3aHHBIM C KOMIPOMETALHeH KII0Uel, OTHOCSITCS:

® I1OTeps KIIOYEBBIX HOCHTENEH (B TOM dYHCIE C HX IOCIEXYHOLIMM
oOHapyXeHHEM);

® HapylleHHe [TPAaBHJI XpPaHEHHs U YHHYTOXEHHS 3aKPhITOr0 KIII0Ya;

® BO3HUKHOBEHHE TIIONO3PDEHHH Ha yTeuKy HH(oOpMammMu wWiIH ee
HCKa)KeHHEe B HHPOPMALIMOHHOM CHCTEME; .

® HapylUIeHHE [e4aTH Ha ceiide ¢ KIoUYEeBEIMH HOCHUTEISIMH,

® OTPHLATENBHBIA pe3yJbTaT IpPH IPOBEpKe OJIEKTPOHHOH LH(bPOBOi
IIOJIITUCH TOKyMEHTa,

® HECAaHKUHOHHPOBAHHOE KOIHMPOBaHUE KIIOYEBEIX HOCHUTEEN;

® ciy4yad, KOTZa HENb3s [JOCTOBEPHO YCTaHOBUTH, YTO IPOM3OLLIO C
HOCHUTEJIIMH, COAEpXKAallUMH KIIOYEBYX0 HH(OpMamuio (B TOM 4YHCIE CIIydYaw,
KOTZla HOCUTEJIb BBILIEN U3 CTPOS U JOKa3aTeIbHO He OIPOBEPrHYTa BO3MOKHOCTE
TOTO, YTO AaHHBIA (aKT MPOM30ILIEN B Pe3ysbTaTe 3JIOYMBILLUIEHHBIX JeHCTBH) 1
npoyee.

5.2. Ilpm ykasaHHBIX B I. 5.1. 00CTOSATENbCTBAX IOJIB30BATENL O0S3aH
HEMEJICHHO MPEKPAaTHTh OOMEH 3JIEKTPOHHBIMU JOKYMEHTaMH C HCIIOIE30BaHHEM
CKOMIIPOMETHUPOBAHHBEIX KpUNTOrpadpHyYecKux KioYed H coobmuTh O (axre
KOMITPOMETALIUK OTBETCTBEHHOMY JIHILY.

5.3. Hcnons3oBanne CK3U moxer OBITE BO30OHOBIEHO TOIBKO IIOCIE
BBOJA B JIGHCTBHE  JApYyroro  KpHUNTOTpaHUUecKOro  KiIo4Ya  B3aMeH
CKOMIIPOMETHPOBAHHOTO.

5.4, CxoMIIpOMETHPOBaHHbIE KIIOYH IIOMJIEXKAT YHUITOKEHHIO.

5.5. PaccnenoBaHue (axTa KOMIIPOMETALMH MOJDKHO IIPOBOAMTHCS HA
MecTe IPOMCIIECTBHS CIELHMAJbHO Ha3HauaeMOW KOMHCCHEH BO TIJIaBe ¢
OTBETCTBEHHBIM JIHIIOM. ‘

5.6, [Jlng BOCCTaHOBJICHUS KOH(DHIeHITHATBHOM CBS3M  IOCIe
KOMIIPOMETALMK KJIH0YeH I0JIb30BaTeNlb 00pallaeTcsl K OTBETCTBEHHOMY JIMIY ISt
PErucTpalid BHOBB H3IOTOBJICHHBIX/PE3EPBHBIX KIIOYel. PerucTparus HOBEIX
KIIFOYeH OCYIIEeCTBISAETCS KaK IIPH INIaHOBOH CMeHe KITFoUeH.

6. OTBETCTBEHHOCTh
ITone30oBareny ¥ OTBETCTBEHHEIE JIMIA HECYT OTBETCTBEHHOCTE:
6.1.3a HeHCIIOJHEHHE WJIH  HEHaJIeXKallee HCIIONIHEHHE  CBOMX
JIOJDKHOCTHBIX O00S3aHHOCTEH, IpelyCMOTPeHHBIX HacToAmuM IlomoxxeHuem, B




npenenax, ONPEAEICHHBIX OEHCTBYIOIIMM TPYAOBBIM  3aKOHOJATEIHCTBOM
Poccutickoii ®enepauuu.

6.2. 3a npuYKMHEHHE MaTepHalbHOro yiepba paboromarenio B Ipeaenax,
ONpeeJICHHBIX ACHCTBYIOIIUM TPYAOBHIM U TPa)KTaHCKHM 3aKOHOAATEIhCTBOM
Poccutickoit @enepanuy.

6.3. 3a mpaBOHApyILEHHUs, COBEPILIEHHEIE B IIPOLIECCE OCYLIECTRIEHUS CBOEi
ACATeNBbHOCTH, B Ipefelax, OIpeneeHHbIX NeHCTBYIOMUM aIMHUHUCTPATHBHEIM,
YTOJIOBHBIM, I'paXKI1aHCKHM 3aKoHOAaTenscTBOM Poccutickoit @enepanun.




IIpunoxenue x [TomoXKEeHHIO O peany3aliy | SKCILTYaTallu] CPELCTB
kpuntorpapuyueckoit samure! naGopmaruu (CK3H)

Dopma xypHana noskseMmusipeoro yyera CK3H, skcmnyarannonHoi u
TEXHUYECKON NOKYMEHTALMH K HUM, KITFOYEBBIX JOKYMEHTOB

Cepuitarsle Ormerka o
HanmenoBanue
CK31 Homepa CK3U HOJIyYeHUH
| ; SKCIIITYaTalHOHHO Howmepa
| 9KCIUIYaTallioHHO | ’ Hata u
g .. | W ¥ TEXHHUYECKOH | SK3EeMIUIIPOB
' Ne | 1 u TexHMYECKOI HOMeEp
JOKYMEHTAILMH K | KJIFOYEBBIX Ot xoro
JOKYMEHTAILHHU K COIIPOBO/
HHUM, HOMepa OOKYMEHTOB | IIOJy4YeHEI
HHUM, KJIFOU€BBIX 2 UTEJIEHOT
CEpHUH KIIIOYEBBIX
JIOKYMEHTOB O IIICEMa.
JIOKYMEHTOB _
X o 3. 4. 3, 6.
Ot™meTKa 0 BEIIaYe Otmertka o mogkmoyeHun (ycranoske) CK3U
Howmepa
®.1.0. Jara p
anmnapaTHBIX
©.1.0 Hata u COTPYJHHKA, | YCTAHOBKH H g
N0JIb30BaTeNsl | PACIKMCKA B | IPOBOJUBIN | TIOAMKCH JIHII, P :
KOTOpEIE
CK3U1 NOJTy4eHUH ero IIPOU3BEAIIHX
yCTaHOBJIEHEI
YCTaHOBKY YCTaHOBKY CK3I
2 8. 9. 10. i
Otmetka 06 uspatun CK3U u3 annapaTHbIX cpeicTs,
YHHYTOXXEHHH KIIOUEBBIX JOKYMEHTOB
©.1.0.
co HUKa
A : Homep Akra [Ipumeuanmne
Hara uzbsatus IIPOBOAUBIIETO
WM pacnucka o6
(YHHYTOXEHHS) U3BATHE
YHUUTOXEHUU
(yHUYTOXKEHHE)
CK3U
12, 13. 14. 15,




